


TWO-FACTOR

AUTHENTICATION

Two-Factor Authentication (TFA) increases system
security by requiring users to validate their identity
beyond entering their user name and password before
they are allowed to log on

The method of validation varies but common ones are

* E-Mail * Authenticator app
e SMS * Hardware token

Likely you have used this with many different web
services
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Google

2-Step Verification

A text message with your code has
been sent to: (***) ***-** 42

‘ Enter code ‘

S U——

|| Don't ask for codes again on this computer

Problems receiving your code? >



https://manual.pvxplus.com/page/NOMADS%20Graphical%20Application/System%20Maintenance%20Tools/Security%20Manager/Two%20Factor%20Authentication.htm

TWO-FACTOR

AUTHENTICATION

(:1- Device Authentication Required
We need to send you a security code to authenticate this device
There are two oplions:

* Nomads/iNomads support Two-Factor Authentication via
the built in Nomads security/logon system

*| Send itto your email account

. Senditt h text
* Nomads security must be setup H St

* Users created and security classes defined

__Cancel |
* E-Mail and SMS verification is supported
* If both setup, user can choose method to use when logging in [ @ Two-Factor Verfication y
* The Two-Factor Verification window displays when a i
(.. A code has been sent to john.smith@pvxplus.com.

user is required to provide identity verification before R}

Please enter the code you received below for verification:

being allowed to log on

* This window instructs the user to enter the security code sent 123456
to his/her email address or SMS phone number (e
* Webster also supports Two-Factor Authentication Youhave Smntes, 30 seconds e i

See ‘PxPlus on the Web’

PDF for more details BRIDGING THE PAST AND THE FUTURE
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* To set up TFA, click the “Two-Factor Authentication

Setup” button in Nomads security User Maintenance q ® X
PVX PLUS Setup Two-Factor Authentication
TECHNOLOGIES LTD.
* This button is available only to users with the
o feo . Mm ]
ADMIN classification osion Reauied: [Optonally e
Application Name Sample Apphcation
* TFA can be disabled, optional by user, or mandatory st d
SMTP Server mal example com
* Specify an email server with account and/or a text g g i
. Send From your name @example com
message (SMS) provider and account (Both can be . —
your name &ex
set up) Password $5555555555S ® | TestEmai
* TFA authentication can be saved per device, thereby SMS Text Message Server
odo h ° t th i. f t. SMS Prowder smsmatrix v
avol Ing GVIng oau enficate every Ime Account Information $955555555555555555555555555888S ® Test SMS
* Period of time before you need to reauthenticate is Authentication Duration New/Expired Devices
configur0b|e Windows Workstation 1| |Days
iNomads 30 Minutes v
Save Cancel
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TWO-FACTOR

AUTHENTICATION

* To define a users TFA settings use User Maintenance

* TFA can be disabled, required every time, or saved

per device for a time

* Each user then needs to provide a verifiable email
address and/or an SMS compatible phone number

* |If only one of these is provided, then that option

will be used

* |If both an email address and SMS phone number
are provided, the user will be allowed to select
which one he/she wishes to use for verification
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~ ® 0OX
) PVX PLUS User Maintenance
TECHNOLOGIES LTD.

Last Signon
Userid: | ADMIN ~ |

ADMIN-PC
MName: | Administrator MNF01-17 0934

Two-Factor Authorization IEII Two-Factor

Verfy: |}-‘-.Iways - | Authentication Setup
Email: | johir.smith @pwxplus .com | Verify
SMS Phone: |41 65551212 | Verify

General Information

Company: | PV Flus Technologies Ltd.

Security Classifications

Curment Classes

Description
% ADMIN System adminstration
: LISER General user

|:| Reset Password on Mext Logaon
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ﬂ Sign on 4

Forgot Password Please Sign In....
e e . . Userid: | ADMIN |
* When Two-Factor Authentication is set up, if a user enters I essssseeees S

an incorrect password during system logon and the user's
email address and/or SMS phone number are available,

the system will provide a ““Forgot Password™ option in the Forqot Password . _Logon
Sign on window

|:| Change Password

* Selecting this option allows the system to re-authenticate F.Y..
the user for the purpose of resetting his/her password by
displaying the following message Bt Yo ety using your fwo-factor

* |If the user responds Yes, the system proceeds to verify the Wouldyou fike to proceed?

user's identity by sending a security code to the user's
email address or SMS phone number. If the verification is

Yes Mo

successful, the Password Change window displays to
allow the user to create a new password.

* If the user responds No, no identity verification is done,
and the user is returned to the Sign on window
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