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Authenticator Apps and User Security

» Added an Authenticator App as another two-factor authentication (2FA) option for NOMADS/iNomads
applications

» Users scan a QR code to set up Microsoft Authenticator, Google Authenticator, or another TOTP-compatible
app

« The QR code is the enrollment/setup mechanism. It contains the secret used to configure the authenticator app

» Uses industry-standard Time-Based One-Time Passwords (TOTP)

« TOTP verification codes are generated directly by the Authenticator App and change periodically, so the

authentication process does not depend on receiving an email or text message
» Users enter the time-sensitive verification code generated by their Authenticator App when signing in
* Provides an alternative to authentication codes delivered by email or SMS

» Helps strengthen application security without requiring additional authentication hardware
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Authenticator Apps and User Security

Enabling the Authenticator App

* In User Maintenance, select the Two-Factor Authentication Setup button

~ PVX PLUS
TECHNOLOGIES LTD.
Userid: |Adm'n v |
| Name: |Administrator
Two-Factor Authorization
Verty: On new/expired device
Email: . john@xyzcompany .com
SMS Phane:

® 0OX

User Maintenance

Last Signon

LEN-LAPTOP
2026-09-16 21:37

_ j Two-Factor Authenticatior:

Verffy

» From the Setup Two-Factor Authentication Setup dialog, check the

Authenticator Enable check box in the Authenticator App section

* Once enabled, it becomes available for configuration when setting up a

user

! ] !_%PJ;}E Setup Two-Factor Authentication ° x‘
Authentication Required: Mandatory v
‘ Application Name: XYZ Company Security
Email Server
SMTP Server: |mai XyZCOmpany.com |
Port Number: | 4 Use SSL/TLS
Send From: |id1n@xyzcompany.com
Userid: | john@xyzcompany .com
Password: 555555585553 ® | TestEmai |
SMS Text Message Server
SMS Provider: | v
Account Infornation: | ®|  TestSMS
Authenticator An Autherticator App must be downloaded
s G e | @yl e

Authentication Duration New/Expired Devices
Windows Workstation: | 1 |Days v

iNomads: | 0 |Minutes v

Save Cancel
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Authenticator Apps and Us er Securlty

Enabling the User

Requires Authenticator App

In User Maintenance a new Authenticator App section was added

Selecting the Setup button launches the Authenticator Setup
dialog

In this dialog, with your Authenticator App on your phone, scan the
QR Code

When the QR Code is scanned a new entry is created on the App
with a verification code

Enter the verification code and select the Verify button

If verification was successful a Verified message is displayed with
a Disable button

Selecting Disable button will remove the Authentication

O X
_ PVX PLUS User Maintenance
TECHNOLOGIES LTD.
Last Signon
| Userd: |Joe vl .
[ G Authell Name: |Joe Jones X
Two-Factor Authortzation = Two-Factor Authentication
Verify:
Steps
Email:

[
I @ SMS Phone: |
I Authenticator App: Disable |Veriﬁed I

General Information

Company:
Security Classifications
i Cument Classes
I
.| ADMIN System adminstration ify
— _| Guest Self registered users —
| |[] user General user
Cancel
[v] Save Delete Exit
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Authenticator Apps and User Securlty

'.':‘.* Sign on
SIgn 0“ Please Sign In....
» When the user signs on they enter their User Id Userid: = |

P rd: 588 >
and Password Passwo | |

» Upon acceptance the Two-Factor Verification
dialog is displayed _ Logon

* Onthe App a TOTP verification code is generated @ Two-Factor Verification
for the user

Fo—

o ) ] | A code has been sent to Authenticator Application.
* Inthe Two-Factor Verification dialog enter the | t%?

generated verification code and select Verify |

Please enter the code you received below for venfication:

 |f accepted, it continues with the next step

Note: When signing in, if the user has email or SMS verification,

they will be asked to select which authentication method to use | Cancel
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